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A New World has Emerged 
in the Last Decade

From CAPT Mark Dowd, USN(RC) JIOC/JICPAC

mailto:mark.dowd@jicpac.pacom.mil
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The Four Broad Capability Categories – 
an OODA-like Loop for the 21st Century
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Presenter
Presentation Notes
Renamed Scalable Action per comment above
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Key Technology Enablers 
for the Evolving Threat Space

Preparing 
Human Terrain

Ubiquitous 
Observation

Contextual 
Exploitation

Scalable Effects 
Delivery

• Social/cultural dynamics modeling 
• Automated language processing
• Rapid training/learning methods/aids

• Day/night all-weather wide area surveillance 
• Close-in sensor and tagging systems 
• Soldiers-as-sensors

• Mega-scale data management
• Situation dependent info extraction
• Human/system collaboration

• Consequence-modeled decision making
• Information ops
• Time critical fires
• WMD mitigation

Presenter
Presentation Notes
Changed Scalable action
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• Social/cultural dynamics modeling 
• Automated language processing
• Rapid training/learning methods/aids

• Day/night all-weather wide area surveillance
• Close-in sensor and tagging systems 
• Soldiers-as-sensors

• Mega-scale data management
• Situation dependent info extraction
• Human/system collaboration

• Consequence-modeled decision making
• Information ops
• Time critical fires
• WMD mitigation

Key Technology Enablers 
for the Evolving Threat Space
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A Revolution in Capabilities for DoD 
(from DARPA presentation at HPEC 2002)

More Aggressive 
Threats

More Aggressive 
Threats

• Threats are more dynamic and in deeper hide (collapsing time lines)
• System performance is outpaced by changing threat environments
• Cooperative battle management requires robust information backbone

• Sensor bandwidth is increasing faster than processor capability
• Target classification has become a multi sensor

Sensor Data Flow 
Overwhelming Human Analyst

Sensor Data Flow 
Overwhelming Human Analyst

Cognitive Information
Exploitation

Cognitive Information
Exploitation

Adaptive and Intelligent 
Data-Fused Sensors

Adaptive and Intelligent 
Data-Fused Sensors

Presenter
Presentation Notes
The Result Will Enable a Revolution in Capability for DoD – Potential threats are increasing and human analysts are overwhelmed by sensor data.  Adaptive and intelligent data-fused sensors will enhance system performance against a changing threat environment.  Cognitive information exploitation will provide the knowledge and information from fused sensors.
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Computer: Yesterday and Today

• Computation of static functions 
in a static environment, with well- 
understood specification

• Computation is its main goal
• Single agent 
• Batch processing of text and 

homogeneous data
• Stand-alone applications 
• Binary notion of correctness

• Adaptive systems operating in 
environments that are dynamic 
and uncertain

• Communication, sensing, and 
control just as important 

• Multiple agents that may be 
cooperative, neutral, adversarial

• Stream processing of massive, 
heterogeneous data

• Interaction with humans is key
• Trade off multiple criteria

Ubiquitous communication, 
cheap computation, 

overwhelming data, and 
scarce human resource 

Ubiquitous communication, 
cheap computation, 

overwhelming data, and 
scarce human resource

Today’s World

Presenter
Presentation Notes
All but coaching are supervised

All but web are off-line
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Technology Research Challenges

Smart
Autonomous 
Surveillance 

Smart
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Surveillance

Robust, Secure & 
Survivable Networks 

and Computation 

Robust, Secure & 
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and Computation

Social & 
Cultural 

Modeling 

Social & 
Cultural 

Modeling

Human-Like 
Interfaces 

Human-Like 
Interfaces

Robots
for Real
Robots
for Real

High tempo
Enormous data loads 
Civilian clutter
Deep hide threats

Wicked problems
Unstructured environments
Cultural interaction
High consequence

Environment
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Challenge 1: Human-like Interfaces

• Interacting with computation should be as natural as interacting 
with people.

• Human-like interfaces need to be:
modality-opportunistic modality-agnostic
non-distracting symmetrically-multimodal
mixed-initiative multi-lingual

Smart
Autonomous 
Surveillance
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Computation
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Interfaces
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Interfaces
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for Real
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Presenter
Presentation Notes
We want to create human-like interfaces that would make interacting with devices like interacting with people.



For all of the advanced technology shown here [click], the interaction still looks like this [click]: Soldiers in the command center get information in a variety of forms –images, sounds, and the gestures of their colleagues – but they still have to interact with the vast computational power at their disposal through the enormously constricting medium of a keyboard and mouse.



And sadly,this is the way it's been for 40 years, ever since the mouse was invented in 1967. That's 26 generations of Moore's law; consider the advances in hardware in that time, yet the interface paradigm has been largely unchanged.



We want to give these folks the ability to talk, gesture, and draw as they are doing now in interacting with one another, but be able to interact with the computer that way, having the computer understand every bit of that. And even more, we want the computer be able to talk, gesture, and draw back to them in response.

Important consequences will come of this:
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Capable and dedicated 
opponents

Heterogeneous systems

Mobile and distributed components
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Challenge 4: Smart Autonomous 
Surveillance

• Computational 
cameras

• Coded  aperture 
sensors 

• Queuing sensors

• Power and content- 
aware networking.

• Fusion across 
modality, time, place, 
and source

Next Generation 
Intelligence 

Engine

Sensors Analysis
Communication, 

storage, 
computation

• Change detection
• anomaly alerts

• contextual analysis, 
integration with 
historical data, 

• prediction
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Challenge 5: Robotics for Real

• Military “robots” today lack autonomy
– Currently, many soldiers operate one 

robot
– Want few soldiers working with a team of 

agile robots, to achieve force 
multiplication even in harsh environments

– Put fewer soldiers in harm’s way

• Better robots for monitoring
– Enable soldiers w/ persistent and 

pervasive ISR, including from hard to 
reach places (e.g., inside 
buildings/caves/bunker networks)

• Better robots for logistics
– Replace soldiers in the supply chain with 

capable autonomous robots and vehicles

RQ1-Predator GCS

Supply-chain task
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Presenter
Presentation Notes
The quotations on the left are all from the DoD Quadrennial review

The picture on the top right is the Dome of the Rock or the Temple Wailing Wall, depending on who you are.

To Jews, it signifies God’s covenant with the Patriarch Abraham giving the land to them





Different people understand the same events differently Multilingual tools for spoken and written languages.

Language understanding tools that create formal representations of the semantics of stories.

Cultural modeling systems that build repositories of the core stories of a culture.

Natural Language query systems that help to retrieve and understand culturally significant stories from written and spoken sources.

How they react and act depends on their different beliefs

Their beliefs are conditioned by their culture

Cultures are oriented around language, images and a body of stories (news, mythology, religion, history)

To Muslims it signifies the acension of Muhammad into heaven
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Key Research Elements

Logistics: 
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multimodal 
interaction

uncontrolled 
environments

learn new 
vocabulary by 
example

adapting 
opportunistically 
to modalities 
available

non-distracting 
interaction with a 
teammate

Human-like 
Interfaces

10 year Vision: Exploiting Algorithms 
and Computation in Human-Like Ways

Robust 
understanding of 
causal structures

Continuously 
evolving models of 
culture, values, 
motivations, 
preferences

Full dialogue

Immersive, story 
and dialogue 
based interactions

Social & Cultural 
Operations

Systematic 
survivability, 
defense in depth

Auditable 
assurance cases, 
formal methods 
and self-checking 
software and 
hardware together 

High confidence 
that failures and 
security attacks 
have not and will 
not occur

Secure and 
Survivable 
Systems

Autonomous 
vehicles require 
minimal 
supervision, and 
outperform the 
best human pilots

Robotic supply 
chain improves 
efficiency and 
surge response, 
greatly reducing 
the 
danger to 
humans

Humans interact 
with robots as 
partners and 
capable team- 
mates

Autonomous 
Robotics

Computational 
cameras

Queuing sensors 

Change detection

Power and 
content-aware 
networking.

Fusion across 
modality, time, 
place, and source

contextual 
analysis, 
integration with 
historical data

prediction

Smart 
Autonomous 
Surveillance

Presenter
Presentation Notes
Today we get high performance in individual modalities. Tomorrow we will selectively combone modalities, and after that produce full multimodal interaction.

Today we can work in carefully controlled environments; we will extend this to noisy evironments and eventually to completely uncontrolled environments.

Today we can work with pre-specified languages, tomorrow these systems will learn new vocabulary by being taught, and in the future learn new vocabulary simply by listening and observing.

Today we can handle pre-specified multimodal interactions, tomorrow will see opportunistic use of multiple modalities, and in the future systems that adapt to select modalities as appropropriate.

This will take us from today's understanding of structured languages, to understanding conversation, and ultimatel to the kind of non-distrating interaction we can now have only with other people.



MIT Computer Science and Artificial Intelligence Laboratory Page-17

Social & 
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Modeling 

Social & 
Cultural 

Modeling

Robots
for Real
Robots
for Real

• We are in a much more challenging threat environment
• Success will depend on operating;
• in high tempo unstructured environments
• against asymmetric adversaries in deep civilian hide

• A new set of research challenges are before us:

Summary
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The Power of a New Initiative

October 9, 1903
“The flying machine which 
will really fly might be 
evolved by the combined 
and continuous efforts of 
mathematicians and 
mechanicians in from one 
million to ten million years”

“We started assembly 
today”

Orville Wright’s Diary 
October 9, 1903

December 17, 1903
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