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(2 Internet Worms and Viruses

e The problem with worms and virus attacks
— Annoyance to users
— Costly to businesses (lost productivity)
— Security threat to government (compromised data)

e Recent Attacks

— Nimda, Code Red, Slammer

— MSBlast
» Infected over 350,000 hosts in Aug. 16, 2003
— SoBigF
» Infected 1 million users in first 24 hours
* Infected > 200 million in the first week
« Caused an estimated $1 billion in damages to repair.

« Detectable by a Signature in Content
— Pattern of bytes
— Regular Expression

— Morphable pattern Wéshlngton
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GIsBRAL Challenges to Stopping
@‘)Clw Worm and Virus Attacks

« End-systems difficult to maintain
— Operating systems become outdated
— Users introduce new machines on network

e Internet contains several types of traffic
— Web, file transfers, telnet
— Data may appear anywhere in the packet

* Networks process High Speed Data

— Multi Gigabit/second data transmission rates now commonplace
In campus, corporate, and backbone networks

— Peer-to-Peer protocols dominate
current and future traffic

— Need Real-time gathering
« No latency can be tolerated _— :
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%ﬁ%m Content Scanning Technology

* Fiber optic Line Cards
— Gigabit Ethernet
— ATM OC-3 to OC-48

 Reconfigurable Hardware

— Uses Field Programmable
Port Extender (FPX) Platform

— Protocol processing and content
scanning performed in hardware

— Reconfigurable over the network

e Chassis / Motherboard
— Allows Modules to Stack

& Washington
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(e Data Scanning Technologies

e Protocol Processing

— Layered Protocol Wrappers
— Process Cells/frames/packets/flows in hardware

 Regular Expression Matching

— Deterministic Finite Automata (DFA)
— Dynamically programmed into FPGA logic

* Fixed String Matching
— Bloom Filters
— Dynamically programmed

into BlockRAMSs = Washington

University in St.Louis



%BAL Regular Expression Matching
with Finite Automata
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String Matching
GIBRAL
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W5 Complete Protection System

llllllll

HHHHHHHH

(NAP

Network Aggregation Point

e v o

/ DO EOOER T 7

Switch/
Concentrator

Global Velocity

DED

Router/
Switch

Regional
Transaction
Processor (RTP)

Content Matching
Server (CMS)/
Central Storage
and Backup System

<= & Weshington

University in St.Louis




(Exer System Components

 Hardware-based Data Processing

— FPGA bitfile transferred over network
to reconfigurable hardware

— Content scanned in hardware with
parallel Finite State Machines (FSMs)

— Control messages sent over network
allow blocking/unblocking of data

« Software-based System Generation
— Web-based control and configuration
— SQL Database stores signature patterns
— Finite State Machines created with JLEX

— VHDL-specified circuits generated, Instantiated, and
Integrated with Internet protocol processing wrappers
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v Selecting the Search Strings

2} Online Support - Microsoft Internet Explorer

A=

X

File Edit WView Favorites Tools Help z.
@Back - ._r‘l |ﬂ @ ,_:j /__j Search kzil'.;-‘ Favaorites -@Media €-‘3 [.-:\'I'r .,_’__q;,', :n __J

Address |48] http: //192. 168. 50,50 view_property.php v BJco Lnks ?

Select Edit Delete Id Search String Diescription Author Value E

O] |EDIT | |DELETE| 17  IHEX(Bc744e5076) Clear and Fresent Danger 8 2.00

[] |EDIT| |DELETE| 6  ViRuS An Email Virus 15 5.00

[0 |EDIT| |DELETE| 13  Copyright.* WashU WashU Copyright 12 1.00

[0 |EDIT| |DELETE| 128 (LIINAla)DId)Ele)(NIn) Terrorist Last Name 5 100.00

[T |eEom| |DELETE| 127 (Olo)sama Terrorist First Name 5 5.00

i |E=:'iT| |DELETE| 112 Patient (Confidential|Record) Confidential Information 7 5.00

] |E:"-T| |DELE?E| 112 Medical (Information|Recaord) Medical Record 17 5.00

O] |E:31T| | DELETE | 114 Do Not (Distribute|Release) Confidential Information 17 5.00

[] |EDIT| |DELETE| 129 IHEX(1B688EGD) Internet Worm 19 6.00

1 [eom] [pELeTe] 130 E‘;ﬁgéﬂglDNFlDENmL} Confidential Information 20 5.00

[T |EDIT| |DELETE| 133 IHEX(683063423739) SoBigF Internet Worm (MIMEB4) 16 11.00
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File Edit View

2} Online Support - Microsoft Internet Explorer

Favorites  Tools

Edit Search strings

Help

Manage DED Library

Manage DED Library

Click "ADD" to generatate a new entry.

search_string: |HEX(633063423739) |

description: |SDBigFInternethm (MIMEE4) |

Author: |

16

Value:

11.00

Update Entry 1

I@ Done

ﬂ Internet
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> Program the Hardware

2 http://192.168.50.50/view_property.php - Microsoft Internet Explorer E“E”‘Zﬂ
File Edit WView Favorites Tools Help ll:-,

o

eﬁack T s |ﬂ @ _:"] /..-"Seard'l ‘“g::;:’Favnrites @Media ﬁ“;{ l_""

»

=]

Address @htu:.:mgz. 168, 50.50/view_property.php b G0 Links

| Active Wirus ' I

Define which device will be modified.

Server Address: [192 _|i68 |50 _|S0

DED IP Address: [192 _[168 |50 _ |2
Port| 0 »| S5tack |E|

Click "Frogram DED Mow™ below to modify the

predefined hardware devices. .

This process can take about 10 minutes. |__eresrsm DED Now_ | v

G
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In-System,
Data Scanning
on FPX Platform

Install and deploy
modules over Internet

to remote scanners
(NCHARGE)

Modular Design Flow

(our contribution)

Front End:
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(Web, PHP) Extract Search

terms from SQL
database

New, 2 Million-gate Back End (2):
Generate
Packet Scanner: Finite State
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O Minutes
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Logic to gates
& flops
(Synplicity Pro)
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Routing
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%ﬁfgtm Network Configuration
with Gigabit Ethernet

Data Enabling Device (DED) Internet
with FPX Processing Modules

Gigabit Ethernet Gigabit Ethernetgs
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Passive Virus Protection

Content Content is .
returns from processed in Content containing
Internet the FPX virus is forwarded
through FPX from FPX
- — Alert packet is sent
' to user to let them

INTERNET €

Virus Agent

FPgrep Module

q,

The message you are downloading may contain a virus

To ensure the protection of your system, you should
use caution when viewing the message.

iz

know of the virus

Internet User
requests
information
from Internet

Internet User
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Passive
Virus
Example

&% Eudora - [In]

@Eile Edit Maibox Message Transfer Special Tools Window Help

R - @ @|$|: |
o| ¢ |m|d Labell@ Who | Date EEE ]|:
) John Lockwood 0723 P 10/9/2 1

1 /0K.42K, <] |

To: victim@globalvelocity. info
Subject: Virus

Attached is a ViIRuS

Get the most
from Eudora

with step-by-step
instructions and
helpful tips in
a handy, quick

reference guide

% Trash I[@In

QI.IAI.COMV\

*"fJ Task | Status | Progress

http: ffwww . eudora.com/techsupport/tutorials
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Content
returns from
infected host

INTERNET

Content is
processed in
the FPX

v Active Virus Protection

Content containing
virus is dropped at
FPX

ol —

Alert packet is sent

Content
Scanning
Module

Virus Agent

i

click OK.

The message yvou are attempting to download contains
- 2 . avirus and has been halted.

To ensure the protection of your system, you should
click the stop button on your browser and

OK

to user to let them
know of the virus

(1) Data
requested from
public Internet

Internet User
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REsemy Other Applications

e Prevent unauthorized release of data
— Secure Classified documents

— Lock medical documents for Health Insurance
Portability and Accountability Act (HIPAA)

« Avoid liability for misuse of network
— Copyright infringement
— Pornography in the workplace

Washington

University in St.Louis



Content Scanning Technologies

General Purpose Microprocessors

& Fully Reprogrammable
X Sequential Processing

Custom Packet Processing Hardware

« Highly concurrent processing
X Static Functionality

Network Processors

& Mostly Reprogrammable
e Some concurrent processing (8-32 cores)

Reconfigurable Hardware
& Fully Programmable

2z Highly concurrent processin s ]
'ghly concurrent p 9 | & Washington
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Performance

Q)
>,

FPGA-based Regular Expression
Matching with Parallel Engines

Software-based Regular Expression
Matching Systems (Snort, etc)

Probability of Matching

>

& Washington
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%@LCITY Actual Software Performance

Top Layer Networks & Internet Security Systems
Probability of Detection vs Percent Utilization

From: Network Intrusion

S ot Detection Systems:
Al Important IDS Network
o Security Vulnerabilities by
7§ IO Simon Edwards
& Bk (TopLayer.com)
= 50%
oy
% 40% _-i‘.lﬁa:i's-vm.n SR MmO
"S 0% — | 0 0 SO 6O
E T il SO SH O
20% — i} 2 LG 5 TS
i S s 50 rEmes
10% 4 ol Bam e 5K nmons
4 3 R gl Senurs 5= sy
0% T T T T ] ; i — R SO S NS
100 200 300 400 500 &00 700 GO0 |we—pdsccss s

Utilization (Mbps)

Washington

University in St.Louis



(Excr Throughput Comparison

e Sed was run on different Linux PCs

— Dual Intel Pentium lll @ 1 GHz

e 13.7 Mbps when data is read from disk
o 32.72 Mbps when data is read from memory

— Alpha 21364 @ 667 MHz

» 36 Mbps when data is read from disk
 50.4 Mbps when data is read from memory

e Software results are 40x
slower than FPsed
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Single editor throughput (Mbps)
)

GIs3BAL String Processing Benchmarks
LOCITY

(measured results for SED)

[ T [ 1 I 1 T L - -

Quad-FPsed at  FPsed at 64 AMD Athlon AMD Athlon DEC Alpha INTEL dual P3  ANMD K7 3GHz DEC Apha AMD KT 9GHz IMNTEL dual P3
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%%ﬁ%w Results

e Content Scanning Platform Implemented

— Scans Internet packets for virus or Internet worm
signatures using reconfigurable hardware

— Generates prompts when matching content is found

e Content Matching Server Implemented

— Automatically generates FPGA from regular
expressions selected from database

 Regional Transaction Processor implemented

— Tracks propagation of Internet
worms and viruses

* Reduces the spread of malware
from months to minutes & Whashineton
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